
 

Hacking the Farm: 
Breaking Badly Into 
Agricultural 
Devices.
DEF CON 30
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Prime focus areas
● Food security
● ICS

– Food & Agriculture

● Supply chain wake up call 
(hopefully)
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Main take aways
● I should do this to my ________
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This talk is suitable for
● People who eat food
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YOU WOULDN’T

UPLOAD THE

SUPPLY CHAIN
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YOU WOULDN’T

UPLOAD THE

SUPPLY CHAIN
...or would you
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Reminder
● Today is a good day
● Wow that looks easy
● I should do this to my ________
● I can drive a tractor now!
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Never give up
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Never give up
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Never give up
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So I got another one

https://www.elektroda.com/rtvforum/topic3256200-210.html

I bought yet another MTG

https://www.elektroda.com/rtvforum/topic3256200-210.html
https://www.elektroda.com/rtvforum/topic3256200-210.html
https://www.elektroda.com/rtvforum/topic3256200-210.html
https://www.elektroda.com/rtvforum/topic3256200-210.html
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https://www.elektroda.com/rtvforum/topic3256200-210.html

https://www.elektroda.com/rtvforum/topic3256200-210.html
https://www.elektroda.com/rtvforum/topic3256200-210.html
https://www.elektroda.com/rtvforum/topic3256200-210.html
https://www.elektroda.com/rtvforum/topic3256200-210.html
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Never give up



 

Feat. (but not limited to)
OVH
John Deere
Samsung
Wind River
Yocto
John Deere

AgCo
Case, New Holland
Red Hat
CISA
John Deere
Molex
Micron



 

Disclaimer
● None of research was paid for
● All research was done in good faith
● Nothing today represents our employers, 
past employers, or future employers

● None of us are under gag orders
● All content in the slides is CC0
● All trademarks, logos and brand names are 
the property of their respective owners.



 

Sick Codes - good faith hackerman 

https://github.com/sickcodes

https://twitter.com/sickcodes

https://linkedin.com/in/sickcodes

https://sick.codes

https://github.com/sickcodes
https://twitter.com/sickcodes
https://linkedin.com/in/sickcodes
https://sick.codes/


 

Want to do business?

Hardware/IoT/Firmware Embedded.

info@sick.codes

sick.codes/contact

mailto:info@sick.codes
https://sick.codes/contact


 

chainsaw boi



 

gps controlled chainsaw boi
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Touch
Display

The Machine
(Tractor, Combine, etc.)

MTG
Gateway

(Wifi, Satellite, Radio)
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The Gateway

All 3 parts
can control the
other

https://
www.deere.com/en/
electronics/news-
room/news-articles/
mtg4g-lte-telematics/
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Go hard or go home
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Brown Box

https://www2.ljworld.com/news/2008/apr/26/
new_technology_makes_farming_more_profitable_produ/
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● Early 2000’s

● Still in use

● Lifetime unlocks

https://www.bigiron.com
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1800

https://www.youtube.com/watch?v=JPlj_7QwAM0

Rare
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1800

https://www.bigiron.com

Rare
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2600

GreenStar™ 2 2600 computer display on the John Deere 9770 STS. Credits: 
Rebecca Barocco, UF/IFAS
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2600

GreenStar™ 2 2600 computer display on the John Deere 9770 STS. Credits: 
Rebecca Barocco, UF/IFAS
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2600

https://www.bigiron.com/Search?
historical=true&search=2600&searchMode=All&tab=&page=2&i
temsPerPage=20&filter=Sold
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2630 “The Workhorse”

● https://www.youtube.com/watch?v=wFv-flTIc2M
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2630 “The Workhorse”

● https://www.sae.org/
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2630 “The Workhorse”

● https://www.sae.org/

btw



  39

2630 “The Workhorse”

>$8,000
>EOL

btw



  40

Lifecycle

btw

Born Support 
end date

Support 
end date 

Pro
EOL

Windows 
Embedded 
CE 6.0

30th Nov 
2006

9th April 
2013

10th 
April 
2018

28th Feb 
2022

Windows 
Embedded 
Compact 7

15th Mar 
2011

12th Apr 
2016

13th Apr 
2021

28th Feb
2026

Windows 
Embedded 
Compact 
2013

11th Aug 
2013

9th Oct 
2018

10th Oct 
2023

31st May 
2028
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Credit due:

● WinCE 6.0 keeps the food chain 
rolling

btw
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Credit due:
● Still works perfectly though.

● Farms:
– Put seeds in ground
– Wait for seeds to grow
– Pick result
– Sell result
– Buy more seeds

btw
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Infinite money glitch IRL

Farms:
– Put seeds in ground
– Wait for seeds to grow
– Pick crop
– Sell crop
– Buy more seedsbtw



  44



  45

The 4240 & 4640
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The 4240 & 4640
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Farmers prefer the old 
equipment

● Reliability/Productivity
● Proven
● Familiar
● Less device restrictions
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Why am I hacking the 4240?

● Choosing the device with 
most longevity

● 2nd Hand fleet market
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● Agricultural tech
adoption is unique

● Equipment lasts for a LONG 
time
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Ultra compatibility

● Brown Box works in brand new combine

● ISOBus VT: it’s in the name

● CAN, RS232, Analog, Digital, GPIO, WiFi

● GPS, RTCM, RTK Radio, NTRIP, USB, TCP, HSAL2...
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displaysimulator.deere.com
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Dollar bills

I made tons of changes
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Dollar bills
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● RS232
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RS232 “fixed”



  77

10 Reboots = Dealer lock...
● Ok let’s 
desolder the 
eMMC

● Reduce the 
bootcount, 
increase max 
to 9999
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“The Magic Check File”
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Fail
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1.
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What if you
don’t have a

John Deere Dealer?
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● Official public 
software manager
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Deere software repo
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● armv7hl
● atom
● corei7_64
● armv7hlv2
● noarch
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“The Magic Check File”
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1.0
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1.1
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1.2
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3.1
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● Still bootlooped
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John Deere Dealer auth 
bypass

● touch ./dealerAuth.txt

● Ty Gusutec BR
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yeet
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  112



  113
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Post update...

● Logs
● Logs
● Logs!

Bonus!
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fstab
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Decision to make
● Risk the LBGA100 chip by hot air 
again (requires risk)

● Root the device naturally

● Try another USB method
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Cool white-listed devices
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Need readwrite?
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Oh
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● Attempt at data 
rw without hot 
air

● Fail (btw)



  123

Desoldered again.

● BOOT_COUNT 9999 fails checksum
● Theres a RebootClearBootCount 
command anyway

● Add cron task
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Just in case...
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Improvise
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● 2 mins later
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Need more paths
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Need more paths

● Bonus bins
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“System rollback”

● cat 4240.img > /dev/sde
● Root password change
● Permit root login over SSH
● rw disk
● Add terminal
● Remove udev rules for usb ethernet
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● Root password change
sudo chmod 644 shadow

sudo chmod 644 shadow-

sudo chmod 600 shadow-

sudo chmod 400 shadow
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● Root password change
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● Permit root login over SSH
● ./1/etc/init.d/sshd
● ./1/etc/rc1.d/K09sshd
● ./1/etc/rc0.d/K09sshd
● ./1/etc/default/volatiles/99_sshd
● ./1/etc/rc3.d/S09sshd
● ./1/etc/rc5.d/S09sshd
● ./1/etc/rc6.d/K09sshd
● ./1/etc/ssh/sshd_config
● ./1/etc/ssh/sshd_config_readonly
● ./1/etc/pam.d/sshd
● ./1/etc/rc2.d/S09sshd
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rw disk
● edit /etc/fstab
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● Add terminal
● */2 * * * * root DISPLAY=:0 
/usr/bin/x-terminal-emulator

● */2 * * * * root DISPLAY=:1 
/usr/bin/x-terminal-emulator

● etc/cron.d/logrotate.cron
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Remove udev rules for usb 
ethernet for wired usb nic

● lib/udev/rules.d

● Find udev rules to allow ethernet 
adapter

● Either remove deny list or allow all
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● Can we emulate this?
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Can I use JD rpms on Fedora?
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● Trial & error
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What happens when you?
● Mix & match kernels, device trees 
(DTB files), architectures, disks...
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  152
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IO CITY
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● Automotive Ethernet
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● uuu Universal Update 
Utility
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● Works

● NXP: no GFX on the imx6UL
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“> Welcome to the hell that 
is 3D in Qt.”
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Options?● Try Robert 
Feranec option

● imx6rex
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● Pump the brakes
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●     SCLK: Serial Clock (output from master)
●     MOSI: Master Out Slave In (data output 
from master)

●     MISO: Master In Slave Out (data output 
from slave)

●     CS /SS: Chip/Slave Select (often active 
low, output from master to indicate that 
data is being sent)
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Serial #
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Home stretch
● Root term is sufficient.
● We can trivially remount the OS
● Boot partition edit = bad
● checksum had been changed

– Could edit /boot but in the spirit of 
stock
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● “rooted”
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● USB exploit vs...

https://learn.adafruit.com/how-to-build-a-testing-fixture
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● USB exploit vs...
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● Useless shell
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● WiFi
● TL-WN725N
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● Fail
● (unless MTG
*cough*)
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● Boot 
count 
fix
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● Grand finale
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● No display?
● Xorg anyway
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The “Jailbreak”

● tee -a '/etc/cron.d/logrotate.cron' 
<<< '*/2 * * * * root DISPLAY=:0 
/usr/bin/x-terminal-emulator'

● mount -o remount,rw /
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Wait there’s more
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@skelegant

● https://forum.zdoom.org/viewtopic.php?t=61681

https://forum.zdoom.org/viewtopic.php?t=61681
https://forum.zdoom.org/viewtopic.php?t=61681
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Only one problem
● I hadn’t asked skelegant if I could 
use her WAD context

● aaaand it doesn’t run without 
DECORATE
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So we met up and sh 
created the ultimate 
solution…

Demo:
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Thank you
https://github.com/sickcodes

https://twitter.com/sickcodes

https://linkedin.com/in/sickcodes

https://sick.codes

info@sick.codes

Special thanks @Skelegant

GUSETEC BRAZIL, Last Person

Alex the kangaroo

Kevin Kenney

Johannes Agra-GPS

Vlad, Aleksei, Mauro, Dudas, 
Alex 2, Alex 3

https://github.com/sickcodes
https://twitter.com/sickcodes
https://linkedin.com/in/sickcodes
https://sick.codes/
mailto:info@sick.codes
https://www.youtube.com/channel/UCcDL-rqREnDKWBB_1PWCg-Q
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